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Part |
Why Grain-v1 Is interesting and
motivation for the work

- Grain family and academic interest

-Lizard: A Grain like lightweight
stream cipher reported at FSE 2017

- NIST project on lightweight
cryptography (2017)
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Motivation for our further work

 Grain-vlis a e Security evaluation of
representative of an Grain-v1 also
Interesting and provides certain
Important framework guidelines for design
for design of of secure lightweight
lightweight stream stream ciphers.

ciphers.
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Grain-vl: A Member of Grain Family
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Why Grain Family Is Interesting

AN ORIGIN FOR ADVANCED
DESIGNS
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Grain-vl Keystream Generator
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for Power-constrained Devices
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Difference to Grain v1

« Smaller state size: 121 bit (compared to 160 bit).

 Larger key size: 120 bit (rather than 80 bit), necessary assumption
for security proof.

 Key isintroduced not only once, but twice in initialization.

* Quite different output function: Inspired by FLIP stream cipher,
uses many (53) inputs.

* Both register feedbacks now nonlinear.
» Efficiently parallelizable up to a factor of 6 (compared to 16).

07.03.2017
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LIZARD In keystream generation mode
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NFSR1 (length 31 bit) has guaranteed period 231 — 1 (from
ACHTERBAHN stream cipher).

NFSR2 (length 90 bit) keeps same cryptographic properties as NFSR
in Grain-128a.




Hardware Results

Design Area Power Delay Load/Ini
|GE] nW]j [ps] clk. cyc.]
LIZARD* 1161 2110 2474 499
Grain v1* 1268 2517 2155 241
Grain v1 1221 3578 2166 161

 Clock speed of 100 kHz.

 *indicates serialized key/IV loading.

« Load/Ini: Number of clock cycles needed to perform the state initialization.
« After state initialization, all designs produce one keystream bit per clock

cycle (i.e., 100 kbit/s).

07.03.2017 LIZARD - A Lightweight Stream Cipher for Power-constrained Devices

FSE 2017 (Tokyo, Japan) Page 17



Why Grain Family Is Interesting
NIST RECOGNITION
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NISTIR 8114 REPORT ON LIGHTWEIGHT CRYPTOGRAPHY
This publication is available free of charge from:
https://doi.org/10.6028/NIST.IR.8114

Stream ciphers are also promising primitives for constrained
environments. The eSTREAM competition, organized by the
European Network of Excellence for Cryptology, aimed to identify
new stream ciphers that might be suitable for widespread adoption.
The finalists of the competition were announced in 2008 and
Included three stream ciphers for hardware applications with
restricted resources:

Grain is widely analyzed and provides implementation flexibility,
and also has a version that supports authentication.

Trivium is a widely analyzed design; however, it only supports
80-bit keys.

Mickey is less analyzed compared to Grain and Trivium. It
provides less implementation flexibility and is susceptible to
timing and power analysis, due to irregular clocking.
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NISTIR 8114 ReroaT on LisHmweigHT CRYFTOGRASHY

- Authenticated Encrypfion Algorithms and MACs: Authenticated encryption algorithms
provide and resource requirement advantages, becanse they
provide confidentiality and integrity protection of messages. NIST approves the CCM [18]
and GCM [17] block cipher modes that provide authentication and encryption
simultanecusty. NIST also approves standalone MACs, CMAC [19], GMAC [17], and
HMAC [68], to be used for geperating and venfymg tags to provide message
authentication.

2.5 Lightweight Cryptography Standards

ISOMIEC 29192, Lightweight Cryptography, is a six-part standard that specifies lishtweight
cryptographic algorithms for confidentiality, authentication. identification. non-repudiation, and
key exchange. Part 1 mchides geperal mmformation such as secunty, classification and
implementation requirements [39]. Part 2 specifies the block ciphers PRESENT and CLEFIA [40].
An amendment to Part 2 was propoesed in 2014 to include the block ciphers SIMON and SPECEK
[6] with vanous block and key size combinations. In 2013, the fist working drafts of the
amendments with SIMON and SPECK were mmtiated Part 3 specifies the stream ciphers Enocoro
and Trivium [41]. Part 4 specifies three asymmetric techniques, namely (i) identification scheme
cryptoGPS, (ji) authentication and key exchange mechanism ALTKE, and (fii) [D-based signature
scheme TBS [42]. An amendment to Part 4 included an Elliptic Curve-based authentication scheme
called ELLT [43]. Part 5 specifies three hash fimctions: PHOTON, SPONGENT., and Lesammta-
LW[44]. Part 6 is dedicated to MACs and is currently under development [45].

ISOMEC 29167, Automatic Identification and Data Capfure Techniques, provides secuity
services for RFID air interface commmumications. Part 1 [29] describes the architecture, security
features, and requirements for secunty services for RFID devices. Crypto suites are defined m
additional parts. Currently, eight suites that specify the use of AES-128, PRESENT-80, ECC-DH,
Grain-1284, AES OFB, ECDSA-ECDH, cryptoGPS, and RAMON secumty services for air
interface commumication are published in [30-37]. Additional documents are under development.

Cryptography Research and Evaluation Committees (CRYPTREC) is a project to evaluate and
monitor security of cryptographic techniques used in Japanese e-Government systems [13].
CEYPTREC publishes three types of cipher lists: e-Government Fecommended Ciphers List,
Candidate Recommended Ciphers List and Monitored Ciphers List The Lightweight
Cryptography working group of CRYPTREC, established in 2013, aims to study and support
appropnate ightweight cryptography solutions for e-govemment systems and any applicafions
whaehﬂﬂwmghtmﬂmsmmdeiﬁewmhnggrmpmmmmchm&esﬂhofmem

cryptography and its applications, performs implementation evaluations, and
pl.bhshedampmtﬁn]apm&e}l_d]asad&lnmb]emlﬂls The target algomthms for
inmplementation in the report were AES, Camellia [1], CLEFIA [63], PRESENT [9], LED [25],
Piccolo [62], TWINE [63], and PRINCE [10].
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NISTIR 8114 ReroAT on LiGHTWEIGHT CRYPTOGRARHY

3 NIST's Lightweight Cryptography Project

NIST develops standards using several different approaches, as described im [33] NIST has held
compehhumhsdmtﬁeﬁESHockcqﬂmedﬁzSMShamﬁmhom.Mmeuum
were significant efforts that took place over many years. For example, the SHA-3 competiion was
amnounced m 2007, the winner was announced m 2012, and the standardization process was
conchuded in 2015. Annﬂ:erappmadllsmadaptslﬂniﬂﬂsofumﬂmedﬂedm
development orgamzations, as was done with HMAC and RSA standards. NIST researchers also
develop standards and gumdelines in collaboration with experts in academia, industry and
govermment. if no suitable standard exists.

The landscape for lightweight cryptography is moving so quickly that a standard produced using
the competiion model is likely to be outdated prior to standardization. Therefore, the most suitable
approach for hghtweight cryptography, in terms of timeline and project goals, 15 to develop new
recommendations using an open call for proposals to standardize algorithms.

NIST is planning to develop and maintain a portfolio of lightweight algorithms and modes that are
approved for hmuted use. Each algonithm in the portfolio will be tied to one or more profiles, which
consist of algorithm goals and acceptable ranges for metnics. This is in confrast to other pnmitives
and modes that are approved for general use. Any resirictions on use will be mcluded m the
recommendation or standard where the pnmitives and modes of the portfolio are specified

transitions and deprecation guidance will be provided as algorithms in the portfolio are

Algorithm n g
phased out. The lightweight portfolio is not intended to offer alternative algorithms for general
use.

31 Scope

The scope of NIST's lightweight cryptography project includes all eryptographic primitives and
modes that are needed in constramed environments. However, the initial focus of the project is on

algorithms should either aim for post-quantum security [34]. or the application should allow them
to be easily replaceable by algonthms with post-quantum secunty.

While public key cryptography is not included in the mitial focus, it 1s within the scope of this
project. However, it should be noted that public key schemes will only be considered for meclusion
m the portfolio under two conditions: 1) they are robust agamst quantum attacks, and 2) they use
a combimation of general public key cryptographic schemes with ightweight primitives (eg. a
lightweight hash fimetion). Protocol design is also an important part of achieving the desired level
of secunty while meeting requirements of a constrained environment, but protocol standardization
is not within the scope of this project.

3.2 Design Considerations

While specific requirements vary by application there are several generally-desired properties that
NIST will be using to evaluate designs.

22



NISTIR 8114 RercRT oW LIGHTWEIGHT CRYFTOGRARHY

- Secunty strength: Amy algonthm selected for the porifolio must provide adequate secunty. In
general, the secunty strength should be at least 112 bits.

- Flexabifity: Efficient implementations of an algorithm should be possible across an assortment
of platforms. Algorithms should also allow a vanety of implementations on a single platform.
Timable algorthms, which use parameters to select properties such as state size and key size,
are desirable as they allow implementations with nmltiple opticns using fewer resources than
multiple algorithms that do not share logic, thereby supporting a wider amay of applications.

- Low overhead for multiple functions: Multiple fimctions (such as encryption and decryption)
that share the same core are preferred over fimctions that have completely different logic. For
example, a block cipher where the encryption and decryption operations use sinmlar round
fimctions may be preferable over one that has distinet round fimetions for encryption and
decryption Different primitives, such as a hash fimetion and block cipher, can also share logic,
thus reducing the resources needed to implement multiple algorithms n the same device.

- Ciphertext expansion: The size of the ciphertext has an impact on storage and transmission
costs. Algorithms and modes that do not generate a ciphertext that is sizmficantly longer than
the plamtext are desirable.

- Side channel and fault attacks: [mplementations can leak sensitive information, particularly
information about the key or plaintext, in a variety of ways. Sl:hchﬂmelaﬁacksn&epm}mt&a
of the implementation during execution of the cryptographic operations, such as timing, power
consumption, and electromagnetic emissions, todlsco'uerﬂus sensitive information. Fault
attacks recover this sensitive information by introducing errors in the computation. In the case
of pervasive devices, this is particularly notable as attackers may have physical access to the
devices, and coumtermeasures for such attacks may not be present due to constrained resources.
Algorithms that are easy to protect against side channel and fault attacks are desirable.

- Limnts on the number of plaintext-ciphertext pairs: It may be permmssible for algonthm
desigmers to assume an upper bound on the mmmber of plamtext/crphertext pairs processed, as
this limit can be justified for some applications by the constramts of the dewices (eg.,
limitations on the amount of data that are processed by the same key), or by message formats
defined by protocols. However, it nmst be recogmzed that an attacker may mount attacks usimg
plaintext that was encrypted under noultiple, independent keys (multi-key attacks), which are
relevant even when the amount of data encrypted under any single key is limited.

- Related-key attacks: These attacks allow an adversary to discover information about a key by
operations using mmltiple unknown keys that have a known relation. This 15

performing
particularty a threat in protocols where keys are not chosen independently and at random.
Besistance to related key attacks may be desirable for some apphications.

It may not be possible to satisfy all properties, in particular when this increases the resources
beyond what is available for a given apphication. Stll. any algonthm selected for the portfolio mmst
provide adequate security. In particular, the secunity agamst key-recovery attacks should be at least
112 bits.
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A summary of our recent
results on recent

Grain-v1 cryptanalysis
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Considered Model of Stream Ciphers

{nonlinear) state updating function

internal state

honline ar Boolean function
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Underlying ldeas for Cryptanalysis

- employment of a number of different lin-
earizations or the algebraic degree reductions
of the nonlinear function:

- employment of a guess&determine approach;

- employment of a dedicated TM-TO paradigm
for testing a hypothesis for each of available L-
bit segment of the given n-bit keystream;

- reusing of a given sample for each of the em-
ployed different linearizations or the algebraic
degree reductions.



Linearized Model
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Grain-v1l Keystream Generator
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Algebraic Description of Grain-vl

The keystream is computed as

zi = (D bjgr)Dh(s;43, Si405, Si+4a6, Si+64,bi+63)
ke A

where A ={1,2,4,10,31,43,56}, and

h(x) = x1® xa P ror3 D o013 D 324 D TOXT1TD

Dror2x3 O TOT2T4 D T1T2T4 O T2T3T4,
where the variables xq, x1, 2, x3 and x4 corre-
spond to the tap positions s;43, s;425, Si+46,

si+e64 Of the LFSR and b;463 Of the NFSR,
respectively.



The proposed cryptanalysis Is
based on the following approach:

 employment of a dedicated restricted
guess and determine approach;

 employment of a dedicated BSW
sampling which provides efficient
recovery of a part of the internal state
(under a dedicated restricted guess)
based on the given keystream segment;

 employment of a dedicated time-memory
trade-off approach.



Probabilistic Background (1)

Specification of a dedicated restricted guess
and determine approach and a dedicated BSW
sampling is based on the following. We con-
sider cryptanalysis over a subset of internal
states which fulfil certain characteristic.

Let Q(™) pe a set of the internal states u such

that
Pr(Z(m = 2(M|y c QMY =1,

where a state from Q(™) generates a sequence
with the m-bit prefix z(m)



Probabilistic Background (2)

Pr(u € QM|Ztm =2™) = Pr(Z(m) = z(m))
m) — z(m

_ Pr(ztm =2(m)ju e Q™) - Pr(u e Q™)
— Pr(Z(m) = z(m))

Pr(u e Q(m)

= Bzt = ey > P e . @

Accordingly, giving z(m), a bias exists towards
a subset of the states (™) and we employ it
for design of the improved algorithm and to
evaluate its performance.

An important issue is efficient construction of
a particular subset of the states Q(m).  For
this purpose we employ k-normality of the em-
ployed filter function.



Towards Internal State Recovery:
Guess & Linearise
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“Enforcing” h(.) to be linear

When o =0 and 3 =0

h(x) = x1® x4 P xox3 D o3 D 324 D TOX1TD
Droroxr3 D TOTI2T4 D T1T2x4 D TOX3%4
= 1 D T4,
where the variables xq, 1, 2, x3 and x4 corre-
spond to the tap positions s;13, s;425, Sit46,
si+64 Of the LFSR and b; 443 Of the NFSR, re-
spectively, and the keystream is computed as

zi = (D bj+k) ® (5i43 D bj163)
ke A

where A = {1,2,4,10,31,43,56}.



“Enforcing” h(.) to be constant
(a consequence of its k-normality)

When 1 =0, z3 = 0 and x4 = O,

h(x) = x1® x4 D xor3z D o3 D 324 D TOX1TD
Droroxr3 D TOT2T4 D T1T2x4 D TOX3%4
p— O’

where the variables zqg, 1, x>, x3 and x4 Ccorre-
spond to the tap positions s;43, S;425, Si+46,
si+64 Of the LFSR and b; 463 Of the NFSR, re-
spectively, and the keystream is computed as

zi = (P bjtr)

ke A
where A = {1,2,4,10,31,43,56}.



BSW Sampling and a Part of Internal State
Recovery under Linearization Guess
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Framework for Advanced Cryptanalysis (1)

Assuming that the linearization has been per-
formed, cryptanalysis of the considered model
of stream ciphers employs the following frame-
work which is based on the guess&determine
and Time-Memory Trade-Off (TM-TO) which
employs n-bit output of the considered stream
cipher:

e Pre-Processing which should be done only
once and provide background for recover-
ing a stream cipher state:



1.

. associate to each uj

E.
identify J different patterns u§ 2 on cer-

tain ¢;, 2% < 2 internal state bits, j =
1,2,...,J, which provides that the employed
nonlinear function becomes linear at E;f (con-
secutive) " clock instances”;

¢, :
(£;) a system of linear

equations £() such that given ¢% stream

cipher output bits z(’g; . certain E}’f inter-

nal state bits can be recovered solving cer-
tain systems of linear equations £() em-
ploying a guess&determine approach, j =
1.2,...,L;

. construct a number of tables which provide

recovering of certain (L—Ej—ﬁj)—dimensional
patterns of the guessed bits guessed in the
previous steps by inversion of the given out-
put segment into the corresponding inter-
nal state employing a dedicated TM-TO
paradigm, 3 =1,2,...,J;



Framework for Advanced Cryptanalysis (2)

e Processing which provides recovering of an
internal state for given n-bit stream cipher
output employing a dedicated TM-T O based
hypothesis testing based on all available L-
bit keystream segments for each of J lin-
earization approaches specified in the above

Pre-Processing.



Advanced Algorithm for Cryptanalysis (1)

The advanced algorithm for cryptanalysis (which
is too technical to be discussed here) is built
over the following main underlying ideas:

e Selection of an appropriate approach for lin-
earization of the nonlinear function taking
into account only certain internal states;

e for a given output segment, performing guess
and determine paradigm for selection a sub-
set of the candidates for the considered in-
ternal state;

e employment of a dedicated Time-Memory-
Data Trade-Off based technique for recov-
ering the internal state.



Advanced Algorithm for Cryptanalysis (2)

(a) The cryptanalysis is based on selection of a
subset of internal states which imply that the
nonlinear function "degrade” to a linear one
(or a constant).

(b) The selected subset of states could be con-
sidered as obtained by decimation of the se-
quence of all consecutive internal states.

(c) The cryptanalytic paradigm contains of the
following: At each sample point check hypoth-
esis that it corresponds to a state from the se-
lected subset of states employing a dedicated
TM-TO based inversion of the stream cipher
output to its internal state.



Part |l

Novelties in the Advanced
Approach

42



Novelties in the Advanced Approach

e Construction and e Development of a
employment of a dedicated BSW
novel dedicated sampling TMD-TO
system of equations based on multiple
for the guess & prefix patterns

determine approach
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Construction and
employment of a novel
dedicated system of
eguations for the
guess & determine
approach
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31 internal state bits from 31 consecutive bt of the keyste am, aner
fixing 32 iniernal stake bits and guessing the mmaining 97 bits.

Let the vectors b{*} and ={*) be the stales of the NFSE and LFSR,
mspectively, at the instant i,

‘[ﬂ = |’i|-‘i+11- .- |-‘i+?ﬂ]:

B = (b by, i)
Let ) b the Inlerms] stae of Grain-v 1, and accordingly,

ulil = [.(ﬂ"h(-']]
= % S 1o - - Saprme b by By
The sedback function of LFSR
5 +B0 = %5482 2 5461 D 5438 D 5403 D 518 B (20)
The feedback function of NFSR

by g0 = 55 8 bipan @ bipen @b 5y B bipas
@bissrdbiin@bhimmabin abi
@ biso &b @ b panbipan & biparhiaa
@b 16810 B Bisaobiieabiiae
@by ek aabiy 3 @ by pabi asbisambie
@ by 2ok sabiy arbisas
& by s maby sobiy mbisas
@ bi s mubi y aobsy sabisasbiyar
@ by aabyyaaby mbis1sbiyo
@ by y mobiy asbparhisaabiy onbs -

4.1 Recovery of 24 bits of the internal sfate after fixing & bits

@n

Mow we aplain the nmst case in which the Hmear miationships
Imvolving seversl intemal stale bits and keysiream bits ar used and
ahiz 1o recover 24 bits of intemnal stste. In Tabke 3, we 15 & ln2ar
msiriction of the fiter fanction b which is employed to recover the
internal steie bits

Table 3 Raeswictions of the fitor function k.

[Rowso | Constrims | Limear functicn |
[ L [==0z=1]amrm=0m=1=)=20+m |

Aswe know that the keystream 15 computed as follows

- b:
N (E@f ”“) @)

@ h(sisn, 55495, 55400, 55584, b a3)
where o = {1,2, 4,10, 31, 43, 56].
If 55448 =1, 55484 = 1, then by row 1 of Table 3
z=bj b aeb a0k nebn oo
@ biyan Bhjiee © 35038 505

Now we prove that considering the equations (22) and (23), it s
passible o meeover 24 inemal sake bits from 24 consecutive bis
of the keysteam, after fixing & internal siate bils and guessing the

Emaining 130 bits. This leads reduction of the atack compliaxities.
on Grain-v 1 which is discussed i the subsaquent sections.

In casa the 24 consecuthve keysiream bits (=g 10 zgq) 2@ known,
we describe sepwise the moovery of 24 intemal bits 85 mentioned
sbove. This stepwise recovery of the state bits are listed in Tablz 14
which also shows the direction of guessing the bits as well &
Equired equations 0 Beover bits.

From Step 0 o 13, fourieen consecutive bits from by io by am
ecovered by using (22). We derive

bisio =z @ bjy1 B bz @ bia
by a B bysan @ byyoa (24)
5 hi%j 43, %5436, 55448, 55464, bjass)

for §=0,...,13 and by guessing some more inemal stale bits
which are listed in rows 0 to 13 of Table 14,

In Step 14 and 15, two consecutive bits by and by ame moovered
mwan;;i = 14 amd § = 15, respectivedy, in the e quation (23 ).
Wz ]

bipio =3 @by @bja o b
Bhym @b @by e @53 B0

under the consirainis s;, g5 =0, 5; 00 = 1, for § = 1d and j =
15, and by guessing some mome intemal stake bits which are Isted in
rows 14 and 15 of Tahie 14 .

In 5iep 16, by 1s recoverzd by substiiufing § = 16 in the equation
(23 and we gt

(25}

baa = z18 @ k17 @ bus B b

(26)
@ by @ beo & bra @ 519 @ w1~

under the consiraints ss2 = 0, seo = 1 and by guessing some mam
internal staie bits which are lisied In row 16 of Table 14 Bul s=0
camnot be disectty Mxed as 1. Al bits mquired o determing sgq
e aleady Mmed or gesed excepl sp and sqq. Thus, we guess
3y 3nd sy is fed 01 + 515 + 595 + 535 + 551, then sgp will he
1 by employimg (20) with + = . The Iniemnal state bt byg can be
ecoverad consaquently. 5o far, we have ecovered 17 Inlemal stxie

Table 4 Niustrates stake bits required i calculsle fedback nanc-
tons of LFSRE employing (20) fori = 0,..., 7.

Table 4 Sak bits mquined 1o caloulate Eeedbad of the LFER.

i | oObmmed Requied Sae bits
| | feadback bits
1] B0 £[,51%, 537, 538, 561, 583
1 5B1 51, 514, S 510, 562, $63
2 g3 *2; 515, %36 4l 631 564
3 g3 53, 518, 528 541 5641 365
4 84 £4: 517, $37: 41 5661 568
5 SBE 5E, 518, ¥18, 541, 568, 38T
L] S8 58, 519, $30, 544, 55T, 588
T SET 57, 520, 530, 54E, SEH, 580

Table 5 ustrates sigke bits required i calculsle feedback nanc-
tions of NFSR employing (21) fori = 0, . ., 7. In sacond column of
Tahie 5 the over-limed staie bits am those which am to be moovered
hefom the Teedback bit in the first colamn & calcu-
laed. Therefom husﬁwe &y be moovered |m 2 certzn sequence
one of which is przsented in Tabie 14.
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Table § Stro bits required 1o caloubsic kecdback of tha NFSR.

H

Obtalned Required stte bits
wedback bits

o bea b, ba, kg, bus, bay, bos, bas,
bar, bys, by, ben. Bug. bga. 5p
1 ey by, bio, bng, bis, baa, b, Baa.
ban, bas, bea, bey, baa, bes, 51
ba, 11, bng, ba7, Bas, beo, bas.
b=o, bar, bga, bea, bas, bas. 52
ba, biz, bi7, bae, Bag, bay, Baa.
byn, baz, bsg, bea, bag, bag. =2
by, iz, bug, baa, Bag, bez, bar.
Bu1, bus, ba, be, Bas, ba7. 54
bg, b1y, brg, bao, Bag, bas. bas.
bya, beo, byr, bes. Bog, bas. 55
by, F1s, oo, B B, Baa B,
bya, bs1, by, beg . Buy, bo. 55
by, byg, by, bag, Bag, s byp.
byg, bea, beo, ber. Bgg, bro. 57
be, bir, boa, bz, oo, bea, Bur.
bus, bsx, ban, bes, ban, br1. 58
ba, iz, boz, by, Ban, ber, bea.
baa, bz, ba1, ben, bro, bro, 50
bn, b1s, baa, bas, ban, bes, bas,
Buy, bss, baa, bro, br, bra, 510

gl @ | & £ £ F| #| &

b (1]

11 ban b1, ban, bas, bea, ban, bas, bes,
bug, bea, baz, bra, bra, bra, 511
1z [ F12, Ban, Bog, Py, Bas, Bu, B

byg, ber. bge, bra, bra, brg. 512
¥ [ by3, baz, Bar, Bas, Bag, Bun B
ben. bs. bag., brs, bra, bra. 513

From Sip 21 io 23, the intemal staie biis sga, 554 and sg5 can be
mooversd by emplaying (32). We derive

s = @b ebaebaebpeb,y
@by an Dby o B by an + 555955 80 + 55 045 03
a4}

under the constranis. s; 4 = 0, for § = 28, 29 and 30. If we put
4 = 28, 20 and 30 in (44}, the vales of stake bils appear on the right
side of aquation am already vallshie acept b, se, byas. sjoas 2l
4§ =128 20 and 30. However, all the bits required i de termine them
ae lsied in Table 7 and & and known befomhand except =q, 512
and sgz. W fix sgzx = O and guess rest of them. Thus, the internal
sigte bits =gz, s54 and sg5 can be moovered st Sep 21, 22, and 23,
Espactively.

From Step 24 io 27, the iniemal siale bils =40, 543, 544 a0d 546
can be recovered by employing (32) We derive

sipas = @b Bhaebasbinebin
@ byipan B byss @ byes + 554555084 + 5584k 83.
145)

under the consiralnts 55448 = 0. for j = 17, 18, 19 and 20, espec-
vely. If we pul § = I7, 18, 19 and 20 in (45), the values of staie
bits appear on the right side of equation are sieady available scept
a0, b eg and 57 gq 81§ = 17, 18, 19 and 20. We guess sq and
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sl the bits equired to determine =maming unknown bits am 1isted
in Tzbie 7 2nd 8 and known beromhand. Thus, the intemal state bits
343, 543, 5yq 8nd sg; can be moovered at Step 24, 25, 28 and 27,
Espectively.

From Sep 28 io 30, three mom intemal staie bils brr, brg and brg
can be moverd by employing (32). We derive

bisse =zj @ bis1 B bjpn @ bjas S b Sbjam
@ by 4 B 55426 B bjpea + 5438508+ 5jpeabjoes.
(46}

under the constraimis s, 4q = 0, for § = 21, 22 and 23, mepec-
tvely. If we put § — 21 22 and 23 in (46), the values of stak bils
sppear on e right side of equation ae already available except
b ypgands;, gy a8ty = 21, 22 and 25 However, al the bits quired
10 delermind them am Bsted in Tabie 7 and & and kncrwn beforehand.
Thus, the internal state bils by, by and by can be meovered at
Step 28, 29 and 30, mspectively. In this way, we have mcoversd 31
Internal state bits of Grain-v1.

Tabie B List of the numbar of bits feed, guessad, wsed and the mumber of biss
monered thewtry in e prvious papers and this paper.

References Bits fixed | Keystmam bies used | Bits Coessed
1er = Bits meovemd | (160 — £ — £°)
)

Bjsrstad [4] a [ 139
Mihalpvicetal [29] | o4 1B BB
Jiza et al [20] [ 38 &1
Fird insiance [ M 130
Second imstance ] 31 a7

For comparison of our resalts with the existing ones in this diec-
thon, we refer bo Tabde 9. In subsequent sections, we discuss A generic
framewark for cryptanalysis msing the resalts of the curent section
and them employ TMD-TO echnique for mecovery of intemal st
bits of Grain-v1 based on the spproaches epored in [3] and [24].
During this explanation, the P, T, M and [} are the parameters of
TMD-TO and denode equired pre processing lime, attack tme, disk
spacer, and avallable data, respectively, for a cry pianalyfic attack.

5  Internal State uging a Dedicated
Time-Memory-Data Trade-Off Basad on Single
Prefix Sampling

From the shave discussion we nole that In case of Orain-v1 cipher,
whem [ =180, it 5 possible tp mx ¢ intemnal state bits in such &
way that given any £ consacutive bits, denoted by a vector = say, it
1s possible ko delermine £* more intemal siate bits so that for each
chodce of the mmaining (160 — £ — £*) miemal stade bits, we obiain
an |nternal state of the cipher which produces = as the first £° outpat
bits. The success of the condittonal TMD-TO used in this saction i
due o this fundame ntal ohservation.

The Time-Memory Trade-08T (TM-TO) approach proposad by
Hellman in [19] and TMD-TO due to Biryukov and Shamir [3]
am bhased on the following recursive evalnation of me chains each
consisting of I ierations.

sp; =pil — pi2=dlpii)
-+

= Pias=dip,) =ep;
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Appendix

Table 14 Reoowry of 24 bits of the inemal stake aher fiing & bis

Sep | Comesponding Key | Equations usad for mcovery ‘Omessad bits Feadback | Recoversd
constrainis bis bits bats
calcwaed
by B, By, Ban, Bas,
o . bip = a0+ b +b2 + b + ka1 bea. 53, =35, 528 ; b
¢ + byg + bgg + hisy, 525, 548, 504, baz) o '
=24, bua
1 - By =2y +By +Bz + 8 + Bua By, b5, B By Bev bt
+ bieg + by + hisu, 526, 547, 585, bet) | =4, 528, 547, 585, bey
N = Bpa =23 + by +By +0g + bun bg, bas. bus, bea. 5. | ba
+ bag +bgs + h(55, 597, 54n, 5em. bes) | 537, %us, 5es, bes
N By =29 +by +55 + 855 +Bug By, By, Ban . B, 3as .
z .
: + bag + bss + hisg, 528, 5an, sg7. bes) | 538,545, 587, bes "
R . Bra=za +0s +be +ba+ bus ba, b3z, bar, ban, 57, | b
N + byy + boo + hlsz, 539, 360, %0n, ber) | =29, 550, %08, by "
5 . Tic =25 + ba + b7 + o + b=a by, baa, bas, Ba1, 55, b
: + bag + bey + h(ss. s30_ 551, 580 bes) | =m0, =1, san, bas '
B b1 = z8 + b7 + bz + buo + Bar Tt beo, Baz, 50, 531, b
= .
i + beo + bes + h(ss, 511, 562, 570, bes) | sz, 570, beo e
— Bir=zv +ba +5s + 1 + Ban g, bsn, 510, 523, b
T = -
i + bgo + bes + h{s10, 533, 63, 571, bro) | =3, 571, beo '
s s Big =2g T By +B1p T Byz + Bag Bag, b5, 511, 13, R b
+ bg1 + bet + h(s11, 533, 584, 572, b1 ) | s54. 573, b1
N = By = 2g + g + 511 + B3 + By Ban: Brz, 12, %34, . bg
+ by + bgs + his13, 594, 555, 573, bro) | 555, 573, bry
10 . Bag = Z1p + b1y + b1z + Bug F ey Byq1. Bra, 513, Fas, . bap
" + by +bgs + h(513, 535, 55g. 574, bra) | #se, S7a. brs
1 Fo1 = 211 + Bz + Bas + Bu + Baa ban bra, 514, 528, b
= .
H + by + ber + h(s14, 538, 557, 576, bra) | =57, 575, bs '
12 . 22 = z12 + Bus +Bau + Bug + Bus Be. 515, a7, R
1 + bes + bes + h(s15, 537, 568, 578, brs) | sss, s7e, kv
i =3+ b +his +hr + 518, 518, 560,
13 z13 - boa
+ bea + bes + h(s1e 338, 559, 577, bre) | =77 bra
Tza =14 + P16 + Fis + Fig + Bas
14 | seo=0sm=1 for 517,539 - b4
+ bey + by + 517 + 330
== b T b T o i F
15 | ser— D=1 o Bog = =15 T B1g +By7 + By + Baa s1s. 54 R b
+ beg + br1 + 518 + 540
sgz = I,
2 bog = =z + bir + bas + bop + Bur
18 sp=1+=13+ 538 | 718 519, %23, %41 - bag
+ bgg + bra + 519 + 541
+ %23 + 551
7 . Bag = 220 + By B2z + by +Bm1 s ssabs b
M |t bag o+ g o+ hilsgs, 345, Sug, Sng, b | bl
18 Teza = 210 + boo + Ban + Poa + Bso b b
z =3, %22, 544 sg3,
|+ ban +brs + Az, 4a 555, 583, bea) ' e
Bas = 718 + b1o + b0 + Baz + Ban
19 18 51,391, 54n spg. by | Bus
m+h1+!;r4+t[-vz:-;;s-=msnz.bel]
=xnr+bhe+bhe+b+
=0 =30, 534, %83 b ben | bar
= + ban + brs + h(sz0, 542, 583, 581, ban) : -
n brr = zm + Baa +Bas + Bog + Ba1 + ez bes | bor
X - ZBE,
# + bas + h(=o4, 548, sa7, 585, baa) =
=zag + bgy +Byy +Pog F B3z + Bg
- m Brm =22 ¥ B3 + 024 FBoa Fhaa+ 0z | _ ot | b
+ bes + h{sa5, 547, 5ex, sme, bus)
==m3 * bt B T by Tz 1 B
23 ™ P = T B T s T ar e T e - sa7,bea | bro

+ bgg + h{saa, Sus, Se9. Sa7. bua)

4
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Table 15 Reoneny of 31 bits of the inomal stai ahor fing 22 bils wsing linoar and quadratio

Sip | Hey | Equations med for woovey Grsed bils Feodhack | Heooered
Bits b it
calculaied
B, B, B B
A | BE =0 4B b Ba b k‘;;;’;'a N
" + fgy 4 B + W{an, Sas, das, Sra, b kl P "
+ ]
T
A g | Brman etk e b :lk:’:; f'_ N
' + a4 b 4 Wl de ez | o '
Bz =23 +Ba ¢ Bt Bg +bm e By, B B,
2 gy =0 I3 . - by
+ Bax + O + M{dz, Fav, dam, Sog, b)) | B, v, Bay be
ha=m+h+b+Br+0u
3 am = I, agr = O ben E + e 4 b 7 ba, ba, Bem - L1
By =24 + B+ g+ Oy + Bxs
4 am = 0, aga = O ber a4 4 by 4 gy g, By By, B - LT
: P = Bis =25 4+ D 4 by 4+ Be + bue . s, bai, bum, B,y _ .
+ Ban + By + Man Sap, g1, Spp b)) | o, Ban, Sxo b
Be =2 +Br + B + ue + Doy
L] ayy = 0, #m = O ben F*3 + g+ b by b, By - L1
By =2 + 0+ B+ B + B
T 1 Oy by b - "
axy = O, a7 = Oyt . ‘g, b
Fia —2a 4 B £ Fio ¥ iz + Bap
S 1 0, b e -
am = O ay = Oybm . g, b L1
Bz = 2o + Do + B+ P F Ban
E 1 Oy b L -
a3q = 0,y = Oyt + ez 4 O bap, brz LT
Bae = Zie + Ty + Bin +Ba +Ba a1, B, A1, B,
10 | &g =0 F - L]
] et 4 Al S e e B | e B
1 a0 N By =21y + ez + Tia + s Tz, b, A14, 36, b
: " + 5 4 Do + {3, Sac, g b, Bra) !
By =T+ B + B +Byg + 0
1z | -
- il Y AT N : -
2 R By = Zia+ M+ Bis + Byy 4 Beg #1G, 23, Smp, ba
- - -
+ Bop + O + M{Apg, Sng, d5p Ry Bpg) | By g
Bya = Zi4 + s+ Big + P 4 Bug
14 1 1 z fr, -
o i . 4 bsy 4 b 4y 4 5 e b
TR
5 | e 1 e Bas = 215 + Big + D7 4 Dag + Bag Bk, den - L3
+ s 4+ by 4 a4 e
Az = 1
B41 = Zug + ey + Bum + Bag 4 Buc 4 By
18 S =14 0a+am Eir g, f10, 3m - 2
t bog + bz + up
t fam + fm
Tap — 234 | B2z 1 Baz 1 Ban 1 B4 1 B
17 | 2 Bag, o, J
£ N s 4 Bas 4 By 4 Frien . Ba, bas, b7, B w0, by, Smn | R
By = 22 + Bas + bma + Pag + Ber + Do
12 | . :
T 2 lm!“s”E‘m}m ‘a0, 92, 4a, o taz, beo, oo | Bar
¥zo - das | Bac  Ban + Bas 4 Baz 4 B
13 o i g
=T S |nn|m|?;|.+mmrmin B b1, 0 w1, b, Sms | e
CTIFTEY - FBan + Bz + B
= o z E e,
= 2] Ihlﬂul?l_il-hlrkliw 11 Faq bua, oo, don | Ben
Bgy = Zgx + By + Bag Tl 8 + B
2| W = 0 am =0 Im T L= a4, b, oz | e
¥z4 = Z20 + oo + Ban + Bax + Bus + Ban
B |FE-0 . .
= = g o By + B + Sgpiy + By Yo d | ona
oz — Zao + Bax + Baz + Baa + Bas + By
B |FT-0 L [ buc, boa, dod | Bex
- |h-.-:|b|:|?;nmmrm i
Taz - Zuv + Oun  Brs + Ban + By 4 Bam
2 |wm=-0 z e L 241
T |ﬂu|&n|E+mnmm o
Tax - Zun + Oes f Bao + B2z + B 1 B
= |®Em=-0 z - L 243
" + Bga 4 o Buy 4 S22 5z + Swabe "
Taa - Zuo + Bao  Ban + Ba1 + B £ B
»u |F=-0 E - bz, o 44
- + Bga 4 s bus 4 Saua + Sabe .
[ —— | Ten+ Ban + Brz F Boa + Bam + Dal P .
- s -
|ﬂu|&s|f£+mmrm '
By =Im +hez + + B + B + Bea
= |mr-0 23 - by, oz by
' 4 By + Aa - Bea + S Sns + s '
Bra = 23 + Baa + Doa + B + Ban  Ba
= o F - bur, vac
= = 4 Bos 4 R4z o Bu 4 Fas Bu + Fucus, ' o
Bra — 2+ By 1 B 4 By # By # By
1] o -
= = 4 By + Agy + Byg 4 SRy + Syt B i
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Thank You Very Much for the
Attention,

and
QUESTIONS Please!
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