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Generous King
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coins.
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You can take piles of n cells, how to maximize the profit?




How many better solution

How to many cells have more coins than a specified cell?



Generalization

The problem can be generalized

» with higher number of rows/columns

» higher dimension



Side-channel attacks
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Divide-and-conquer strategy.
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Divide-and-conquer strategy.



SCA result

ko ky ko 200 kis

0X2b,0.125 | 0X23,0.128 | 0X23,0.325 0X45,0.347

orae0050 | oriz0035 | oeenows | |[REEEIEH

0X12,0.025 | 0X2b,0.025 0X13,0.435

Real key.



Previous solution




The histogram

ki ky

Candidate Pr log bin Pr log bin

0 0.6643 -0.5901 1 0.0012 -9.7027 8

1 0.2588 -1.9501 1 0.0011 -9.8283 8

2 0.0313 -4.9977 2 0.3588 -1.4787 1

8 0.0412 -4.6012 2 0.0713 -3.8100 1

4 0.0001 -13.2877 4 0.5643 -0.8255 1

B 0.0020 -8.9658 8 0.0012 -9.7027 8

6 0.0013 -9.5873 8 0.00005 -14.2877 4

7 0.0010 -9.9658 8 0.00205 -8.9302 8

hy ha
4 4
3 3
. 2
22 22
H* R
1 1
0 0
1 2 3 4 1 2 3 4
bin number bin number



Perform convolution of histogram
conv(hy, h)[i] = hi[jlhai — J]
j=0

conv(hy, ha)
20

15

1 2 3 4 5 6 7
bin number



Limitation for larger keys

For large number of dimension we perform convolution on larger and
larger histograms: could be costly.
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New solution




Keep the size of the histogram constant

batching(conv(hy, ha))
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Our solution has a complexity linear in the number of subkeys
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Tightness
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Similar tightness
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